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1. Introduction

This white paper describes how the Chameleon Broadband Suite, by Chameleon Technology, can be combined with off-the-shelf 802.11 (WiFi) hardware technologies to enable broadband internet access everywhere and provide secure, controlled access to any wireless network for data, voice and multimedia services. By understanding the history of wireless cellular networks, and what drove carriers to demand software solutions to provide security, mobile support, and bandwidth accounting, broadband providers will see how the software solution from Chameleon Technology can provide them the ability to deploy and manage a carrier-grade WiFi broadband network.

These WiFi networks can be deployed in numerous scenarios – community broadband, public safety networks, commercial properties, enterprise and campus environments, and public hotspots. By using the Chameleon Broadband Suite, broadband providers will be able to deploy and manage secure, reliable WiFi networks in the most cost-effective manner that will serve them today and into the future.

1.1. History of the wireless industry

In the early days of the cellular phone industry, wireless networks were simple. Analog radio signals were transmitted and received between a mobile radio and a base station. The base station was attached to a switch that was connected to the public phone network. Most of this equipment was purchased from a single manufacturer. Life, like wireless networks at the time, was simple.

But as the industry evolved, it was clear that the “simple” network would not support the needs of the industry. The analog radio signals were not secure. New carriers entered the market with new equipment manufacturers. Callers could not use networks built with different manufacturer equipment. Carriers could not bill each other or customers for traffic originating or terminating on a foreign network. Each time a carrier needed to add or change a network feature they would need to buy a new, very expensive switch.

In the late 1980’s, a group of cellular carriers revolted. They demanded that their suppliers support a new kind of architecture that would remove profile management and roaming logic from expensive switching hardware. Instead, they demanded a fully distributed network driven by software that ran on general-purpose computers. This model would be the foundation for an industry standard network – a model that would allow easy interconnection, user authentication, roaming, billing, security and management – at a fraction of the historic cost. Mobile customers would now be able to place a call in Los Angeles and stay connected on that call as they drove cross country to New York. The wireless intelligent network was born.

1.2. From cell phones to WiFi networks

Today, a new kind of revolution is happening in wireless. Unlicensed spectrum set aside by the Federal Communications Commission (FCC) and new radio technologies like 802.11 (WiFi) are giving the consumer the ability to quickly and inexpensively deploy wireless broadband networks. When viewed in concert with the technological advancements within the computing industry, the implications of this on a global scale are staggering and have the same world-changing potential as the creation of the fax machine, the Internet – perhaps even the automobile.

The challenge in all of this is the same experienced by the cellular industry in the 1980s – that is, how can the user access a common network when the network assets are controlled by multiple organizations and how each organization can bill for services rendered? Because these wireless networks are sending data, across the airwaves, the challenge of securing the data also exists. Just as software was the solution for the cellular networks, standards-based software will be the solution for the challenges of WiFi networking.

The Chameleon Broadband Suite is an end-to-end collection of distributed intelligent network services that enable users to quickly and securely deploy and utilize high-speed wireless networks. The software operates across most general purpose computing platforms and allows users to incorporate radio equipment from various manufacturers, across various spectral ranges, across various mobile computing devices.

2. WiFi defined

WiFi, or Wireless Fidelity, is the name given wireless LAN technology developed by the Institute of Electrical and Electronic Engineers (IEEE) under the 802.11 umbrella. WiFi technology provides Ethernet connectivity at speeds currently ranging from 11 Mbps to 54 Mbps and operates in unlicensed spectrum bands at 2.4 GHz and 5.8 GHz. The following table outlines the various standards being discussed today.

Data Transmission Standards
Description

802.11b
The current dominant standard. It provides up to 11 Mbps in the 2.4 Ghz band. Originally designed for indoor use for distances up to 300 feet, 802.11b is being proven to be an excellent option for some outdoor wireless networks over much greater distances.

802.11g
802.11g operates in the 2.4 Ghz band, but because it makes use of a different modulation scheme, it can offer a maximum data transmission rate of 54Mbps. It is compatible with 802.11b.

802.11a
802.11a operates in the 5 Ghz band, with a maximum data transmission rate of up to 54Mbps. It operates over much shorter distances but is less prone to interference than 802.11b or 802.11g.

802.11n
A standard in development that will be finished in 2005-2006 that boosts data transfer speeds to double that of 802.11a, possibly even up to 320 Mpbs, by reducing the amount of overhead data sent with each packet of actual data.

802.16
The standard for WMAN (wireless metropolitan area networks) that will form a wireless backbone to connect WLANs on 802.11a/b/g with the core fiber-optic networks of the Internet. Also referred to as WiMAX.

802.20
The IEEE standard for MBWA (mobile broadband wireless access) that will allow client devices to connect to the Internet at broadband speed while traveling at rates of speed of up to 150 Mph.

Security and Interaction Standards
Description

802.11f
The standard that governs handoffs between access points from different vendors to make sure that client devices can seamlessly roam from one access point to another from a different hardware provider.

802.11i
The IEEE standard that governs security for wireless LANs.

802.15.2
An IEEE standard that governs the interaction of WLANs and WPANs (wireless personal area networks), such as Bluetooth.

The data transmission, security and interaction standards of the IEEE 802 committee continue to improve the speed, mobility and security of wireless data networking. New developments continue to emerge that will drive the technology and its adoption.

Sales of commercial WiFi equipment are growing at staggering rates. Shipments of WLAN equipment in 2003 are expected to be 26.5 million units, up from 15.5 million units shipped in 2002. Three key benefits will continue to drive the rapid adoption of WiFi technology.

2.1. Unlicensed Bandwidth
The radio spectrum needed to operate WiFi requires no license to use, and is, for all intents and purposes, an international standard. Because this is not a service provided by a licensed commercial wireless carrier, there are no recurring fees of any kind.

2.2. Ethernet Speed

WiFi data rates are extremely fast. Ranging from 11 Mbps to 54 Mbps, the data rates for WiFi are several orders of magnitude faster than anything currently provided by commercial wireless operators. 

For example, enterprise applications needing large amounts of bandwidth required for sending and receiving video are enabled through WiFi. A commercial technology called CDPD that many law enforcement agencies currently rely on for mobile data operates at 9.6bps, or 1000 times slower, than WiFi data rates. CDPD allows officers to receive small amounts of text information. Downloading and uploading photos, fingerprints, or streaming video images is impractical at the rates provided by CDPD, but is now possible using the bandwidth of WiFi technology.

2.3. Inexpensive Equipment
Many manufacturers provide WiFi equipment, including Cisco, Lucent and Proxim. The cost of a Network Interface Card (NIC) for a mobile device like a laptop is between $50 and $100 – although many PDAs and laptops are now shipping “WiFi ready” and don’t require a NIC. A base station component, called an Access Point (AP), often used in home environments to create a wireless network, can be purchased for under $150.

3. Applications of WiFi

The applications of WiFi have the potential to change the world.

3.1. Community Broadband

Broadband providers can extend their coverage area by using a combination of outdoor point to point and point to multipoint configurations. Many public utility districts (PUDs) and electric cooperatives own broadband connections via fiber optic networks operated by the utility.. The PUDs use the broadband connection to operate and manage the utility. A bi-product of owning the fiber network is the ability for a PUD to offer a community wholesale broadband services, not just to those who happen to be lucky enough to live along the route of the fiber network, but also to those consumers who may be miles away from the fiber network.

Public utilities offering broadband to their communities are often the only source of broadband in the area, bringing vital economic development and communications infrastructure to their communities. In the Pacific Northwest, the Northwest Open Access Network (NoaNet) has licensed fiber optic cable from the Bonneville Power Administration and other sources to create a carrier-grade data network for utilities and rural communities across the region.

3.2. Public Safety

Emergency first responders, law enforcement and military can use WiFi to upgrade their data transfer capabilities. Downloading images, streaming video, and other high-bandwidth applications can be put into use with the high-speed connectivity offered by WiFi, often while the user is traveling at speeds of over 60 mph. Many public safety networks are currently using CDPD networks, the support of which is being phased out by carriers like AT&T and Verizon, who will stop supporting these networks in 2003 and 2005, respectively. WiFi networks offer coverage, bandwidth, and much greater functionality over these types of existing networks.

3.3. Commercial Development

Increasingly, companies expect their office space to be pre-equipped with WiFi network systems before they move in. WiFi will replace the traditional Ethernet cabling in office buildings that is normally an expensive and time-consuming aspect of office space preparation. Commercial real estate developers will need to provide WiFi networks to be competitive.

3.4. Enterprises & Campuses

Corporations and universities on larger campuses will find that productivity and communication increases due to WiFi implementations. In these environments, team meetings and classes necessitate the ability to work together outside of fixed offices. WiFi networking offers an alternative to putting Ethernet outlets everywhere.

3.5. Public Hotspots

The most heralded use of WiFi today is in public hotspots at airports, hotels, coffee shops and restaurants. These early outposts of widespread urban wireless broadband offer a glimpse into a future where everyone has high-speed internet access, regardless of where they are or who their internet provider is.

4. Flexible deployment scenarios

WiFi is an extremely flexible wireless technology and can be deployed a number of different ways. In the next few paragraphs we will explore a few of the ways it can be implemented, including in combination with wide-area outdoor deployments used to extend the reach from feet to miles of an existing broadband pipe and with the capability to automatically roam to a commercial cellular network.

4.1. Outdoor hotspot
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Figure 1: Outdoor WiFi Implementation

The FCC allows WiFi to be transmitted at up to 1 watt ERP (Effective Radiated Power). Europeans permit even greater power than the U.S. Nearly all of the in-building implementations use WiFi devices that transmit between 100 and 200 milliwatts – well below the FCC ceiling. Several vendors manufacturer external antennas and power & receive boosters that can significantly improve the range of WiFi in outdoor environments.

Outdoor WiFi network topography is dependent on line-of-site between access points. Systems have been tested and deployed using an omni-directional antenna at both end points that successfully transmit data at 11Mbs at a distance of 6 miles using 802.11b. Changing the configuration of the antenna to transmit a directional beam will significantly increase the distance from 6 miles to 20 miles at 11Mbs.

A typical single-site outdoor implementation is comprised of a single Access Point connected to an external antenna that is placed on the top of a building or a pole. Antennas themselves vary in performance according to the desired result. Omni-directional antennas radiate power in a 360 degree pattern – best for broad coverage – but, even greater distance can be achieve with antennas that focus energy within a more tightly focused pattern. Figure 1 shows a typical outdoor hotspot scenario, where a single omni-directional antenna can generally cover a two mile area.

4.2. Outdoor point-to-point
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Figure 2: Outdoor Point-to-Point WiFi

There are many scenarios in which multiple campuses, office buildings, schools, medical facilities or other groups of users need to communicate on the same network at greater distances. For these situations, a directional antenna is used to create a high speed link between two hubs. These point-to-point wireless connections could utilize 802.11b, or even 802.16 signals, while the WLANs on either end could use 802.11 a/b/g.

For example, in a military application, satellite links are frequently used to communicate with command centers in various parts of the world. The satellite downlinks are not always located where the network access is needed. In this case, simple WiFi links (even “chained” links) can bring the network access to the users from a distance of approximately 20 miles.

Figure 2 shows a typical point-to-point implementation of a WiFi network, connecting two campus buildings across a distance.

4.3. Indoor WLAN
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Figure 3: Indoor WiFi Implementation

The most traditional implementation of WiFi is for in-building broadband Ethernet access. In this scenario, one or more Access Points (WiFi radios) are typically connected to a wired broadband connection. The Access Points are usually configured with a common SSID network identifier so that users can move between Access Points and maintain connectivity with in the building. An Access Point is usually required every 300 to 750 feet in a typical indoor environment.

Figure 3 illustrates a typical indoor WiFi network scenario. The number of Radio Access points can also be influenced by the number and types (concrete, metal, etc) of walls in the indoor location.

4.4. Crossing Spectrums: WiFi to licensed, cellular spectrum
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Figure 4: Crossing Spectrums

Sometimes access to a network is needed in areas where there is no WiFi access, or access is needed so infrequently that it makes no economic sense to install a WiFi Access Point. In cases such as these, by using new networking technologies, a user can seamlessly move between networks. Of course, the network speed is limited to the speed of the current network, but in all cases, connectively is maintained.

WiFi enabled mobile phones will allow users to start a cell phone call outdoors on a CDMA or GSM network and be seamlessly handed off to an indoor WiFi network as they enter a WiFi equipped building and the cellular signal weakens. Figure 4 depicts how a WiFi network can compensate for a cellular networks inability to properly cover indoor spaces.

5. WiFi Challenges

A wireless network has substantially different operating characteristics than a wired network. Most of the network security models in use by IT professionals today rely to a great extent on controlling access to the network wire. Obviously, this is irrelevant with wireless because bits are transmitted through the air, and it is possible for anyone with the proper equipment to intercept them.

The next section of this white paper describes in further detail some of the key technical challenges that WiFi presents. The subsequent section will review Chameleon Technology software and how these problems are solved.

5.1. Challenge: Securing network access

Network security models all contain a mechanism to identify the individual user trying to gain access to the network. This is performed several different ways. Authentication generally asks one or more of the following questions: “Who are you?”, “What do you know?” and “What do you have?” Without a way to identify who is attempting to access the network, there is no way to safely grant access to data, or in the case of commercial networks, to know whom to bill for network usage.

The most common authentication methods on WiFi networks are identifying client devices, such as a network card (“What do you have?”), issuing static IP addresses (“What do you have?”), and verifying shared secrets (“What do you know?”). However, there are limitations of each method.

Biometrics systems, which answer the “Who are you?” question (via finger prints, or retina scans, for example), are still in the early stages of development, and are not widely deployed as a standard method for determining network access.

5.1.1. Identifying client devices

In an IP network, the network card in each client device has a physical identifier known as the Media Access Control (MAC) address. Many WiFi networks rely on checking the MAC address against a database to determine who should be granted access to the network. This information is passed in an IP packet as the device attempts to register on the network.

There are three main problems with relying on MAC addresses for the authentication mechanism in wireless networks:

· An experienced hacker could potentially “sniff the air” for a particular destination IP address and extract the valid MAC addresses. With this information, a hacker could gain network access by sending “fake” IP messages from the hacker’s computer with valid MAC addresses. This is a process known as “spoofing”. Any standard Linksys router has the ability to broadcast a fake MAC address!

· Since MAC addresses are tied to the physical network interface card (NIC), an unauthorized person can gain access to the network simply by stealing the valid NIC.

· Each time a user loses, breaks, or upgrades a NIC, the WLAN administrator is required to update the authentication database.

5.1.2. Issuing static IP addresses

Every computing device needs a valid IP address to communicate on an IP network. Many networks assign IP addresses dynamically each time the device attempts to register on the network. However, some networks use static IP addressing as a way of identifying (authenticating) users. With static IP addressing, an IP address is assigned one time to the computer and that address is stored locally on the computing device.

The problems with static IP addressing from a security point of view is that, if someone were to “sniff the wire” for IP addresses, gain access to a valid mobile device, or have an employee of the organization tell them the valid IP address range, an unauthorized user could assign a valid static IP address to their own computer and gain access to the network. Also, since static IP addresses work only on the resident network on which they are granted, this runs counter to the notion of computing mobility. When users wants to access a different IP network with the same device, they must reconfigure their network settings.

5.1.3. Verifying shared secrets

This authentication method refers to the traditional login procedure where a user enters a username and password pair which is sent to an authentication server to be checked against all valid username/password pairs. On a wireline network, this method, as long as the username/password information is not sent in clear text format (unencrypted), works well for verifying a valid user based on what they know.

However, on a wireless network, the IP broadcasts used to verify a user who is logging into the network are susceptible to interception and could be subsequently used to compromise the security of the network.

5.2. Challenge: Securing network traffic 

With wireless networks, because the data is not sent over a secured wire which has limited physical access. the technical challenge is to render the data useless, unreadable or unrecognizable by the unauthorized user.

5.2.1. Wired Equivalent Privacy (WEP)

Many WiFi Access Points can use an encryption mechanism called Wired Equivalent Privacy (WEP). WEP security has been proven to be a generally unacceptable method of WiFi security, subject to common methods of attack including:

· Passive attacks to decrypt traffic based on statistical analysis. 

· Active attacks to inject new traffic from unauthorized mobile stations, based on known plaintext. 

· Active attacks to decrypt traffic, based on tricking the access point. 

· Dictionary-building attack that, after analysis of about a day's worth of traffic, allows real-time automated decryption of all traffic.

5.2.2. WiFi Protected Access (WPA)

WiFi Protected Access (WPA) is an upgrade to WEP and it solves many of the security flaws that WEP fails to address.  However, it is known to be vulnerable to Denial of Service attacks from unauthorized IP addresses because of its security architecture.  Furthermore, WPA is a short-term standard in place until the 802.11i standard is fully defined, meaning that WPA-based hardware and software security mechanisms will require replacement. 

5.2.3. VPN encryption

Wireless Virtual Private Networks (VPNs) offer encrypted wireless data traffic, with Internet Key Exchange (IKE) encryption and a shared password. Many wireless security systems exist, some of which even tie in with existing VPN solutions for wired networks. The challenges brought on by adding WiFi networks into an existing network infrastructure is the management overhead of integrating a new systems, and teaching users how to use multiple secure methods of accessing a network, often from the same device.

VPN solutions are mainly used for private, enterprise networks, and are not considered a viable solution for a securing data on a wireless community broadband network.

5.3. Challenge: Mobility

Mobility is a key design criterion of wireless networks. A robust mobility model must include seamless security and authentication, and must include the ability for the user to operate on networks built with equipment from a variety of manufacturers. A roaming user must have continuous access to the network as they pass from access point to access point and from service provider to service provider, regardless of what client device they use. Billing must reflect the data sent/received on each network so reconciliation (as with cell phone roaming) can occur between the networks.

5.3.1. Roaming

Most commercial wireless services transcend not only the equipment manufacturer, but the operator of the network itself. In other words, a user must be able to access a network operated by AT&T and seamlessly (without call interruption) roam to a T-Mobile network when needed. While WiFi networks are abundant, user accounts are network-centric, and can rarely roam onto any other WiFi network.

5.3.2. Application continuity

Cellular phone users today expect their voice calls to continue uninterrupted in spite of the fact that the phone communicates with a multitude of cellular towers as the call progresses. Similarly, wireless IP networks must ensure that, as the user accesses several wireless networks while mobile (and is reassigned a new IP address on each network), applications being used are never interrupted and the mobile device never requires a re-boot to adjust the IP network settings.

5.3.3. Client device management

One of the challenges facing IT organizations that support a mobile workforce is managing the configuration of a device that is easily and frequently adjusted by the end user. Because the user is remote, and it is so easy to change device settings and install new software, when the device stops working or fails to connect to the network, IT support personnel are often at a loss as to what caused the failure and how to restore service.

5.4. Challenge: Bandwidth accounting and billing

Most broadband networks are run “wide open” meaning users can grab all the bandwidth they need at any time. One disadvantage of a cable modem connection in a residential broadband situation is that the cable broadband access is shared – performance is dependent on how busy the network is at the time the subscriber is on. This is true for most high-speed networks, including WiFi networks – bandwidth is not allocated on an individual basis.

Many consumers would be happy to pay only for the bandwidth used, but the option is rarely offered, especially for WiFi connections. The individual who requires a lot of bandwidth to work with streaming media applications often pays the same amount as the casual email reader. The ability to account for usage of a wireless network is fundamental to running an efficient business.

5.5. Challenge: Implementation

The fact is that WiFi networks are being rolled out throughout the country: this movement is inexorable as the country moves to a wireless future. However, the timing and control of WiFi implementations is still an open question. Enterprises and communities face different issues when it comes to WiFi implementations:

· For enterprises, IT managers who have not already initiated corporate WiFi network policies (and most haven’t) face the danger of unauthorized WiFi access points and clients being put up by employees. The potential to lose control and security of the corporate network parallels the loss of control of data that IT managers faced when PCs began to infiltrate the enterprise in the 1980’s. The lesson here is that enterprises need to embrace WiFi networks to avoid chaotic organic implementation.

· For communities, the issue is who will establish WiFi networks to offer service. For urban and suburban communities, WiFi access will be slowed by the existing availability of DSL and cable broadband. For rural communities, WiFi (and high-speed internet access in general) is unlikely to be implemented by the national broadband carriers because of economics (fewer people, lower population density). Communities may need to take matters into their own hands if they want to remain competitive and attract businesses by offering universal WiFi access.

6. Chameleon Technology

The Chameleon Broadband Suite is a complete software system that enables the management, billing, security and provisioning of IP networks – wireline and wireless. The software provides a collection of services to secure, manage and simplify the use of wireless communications across disparate networks. By deploying the Chameleon Broadband Suite, anyone who owns or manages wireline or wireless broadband assets can extend and integrate their service area without the high cost of burying more fiber optic cable. Utilities can extend their networks wirelessly to remote or underserved communities at a low cost all with off-the-shelf hardware technology and Chameleon Technology software.

6.1. Cross Platform

The Chameleon Broadband Suite uses a common IP-based signaling protocol across all its software components. This allows easy portability across various operating environments including, Linux, Windows, Windows Mobile, PalmOS, BREW and J2ME.

6.2. Connectionless Environment

Most IP-oriented applications like Web browsing, email access, FTP and others rely on connection-oriented transport services called TCP. While TCP is a powerful protocol for wired connections, it has two main drawbacks for “hostile” connections such as wireless, where signal strength may quickly come and go. First, TCP does not lend itself to quickly tearing down and establishing new connections without interrupting the application. Second, TCP incorporates various packet timers that slow the data flow if it senses a possible degradation in the link quality. While this works well in a wired environment, in a wireless environment where connections may quickly come and go, these timers have the effect of slowing the overall link throughput.

For these reasons and others, the Chameleon Broadband Suite utilizes a connectionless transport mechanism that provides faster throughput, ensures network handoff is fast and seamless, enables radio multiplexing, improves reliability – and supports native TCP applications.

6.3. System Components
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Figure 5: Chameleon Broadband Suite Components

6.3.1. Client

The Client runs in the background of a device which may have a mobile connection, a fixed wireless connection, or a wireline connection. Its role is to initiate other software components as they are needed in order to manage all aspects of communications.

The Client:

· initiates authentication of the user on the network with an encapsulated connection, and rotating encryption keys,

· functions as a “managed client” – automatically upgrading when new features are made available.

The Client software runs on all major mobile platforms including Windows, Windows Mobile, PalmOS, J2ME (Java), BREW and Linux.

6.3.2. Access Controller

The Access Controller software functions as a firewall to the wireless network, prohibiting unauthorized access to the network infrastructure, and routing authorized traffic to the proper domain.

The Access Controller:

· provides location and roaming support as a client moves between access points on a wireless network,

· authenticates the user as it connects to the wireless network –and prevents unauthorized users from making use of an access point to connect to the network,

· performs accounting of connection length, bytes transferred, etc, for each Client it handles.

The Access Controller is not required if the network being supported by the Chameleon Broadband Suite has no wireless connection points.

6.3.3. Sentry®

The Sentry software protects your network against an attack from unauthorized individuals who may attempt to compromise the security of the network. Specifically, it combats attacks which may compromise secure data and/or radio network assets.

The Sentry:

· automatically encrypts each data packet sent with a private encryption key. The Sentry can be configured to change these keys as needed – at session initiation, or as often as once every packet,

· operates as a firewall at or near the radio asset to prevent Denial of Services attacks,

· performs accounting of connection length, bytes transferred, etc, for each Client it handles,

· performs Smart IP Addressing to locate clients and transfer packets when Clients use virtual IP addresses on the network.

The Sentry makes use of Public Key Cryptography, using up to 256-bit Advanced Encryption Standard (AES) encryption with two-factor authentication and rolling keys to provide a single, virtually unbreakable security solution, whether the network is wireless, wired, or a combination of the two.

6.3.4. Administrator

The Administrator is the management core of the Chameleon Broadband Suite.  The browser-based user interface allows for remote access and administration of the Chameleon software components.

The Administrator:

· provisions each user on the Chameleon network, allocating bandwidth, determining how often encryption keys will roll, and what encryption levels will be used,

· enforces two-factor authentication through a recognized certificate authority,

· provides session management for connections,

· functions as the certificate repository,

· reconciles bandwidth usage reported by the various system components,

· provides system reports on the network.

The Administrator, the Sentry, and the Access Controller all run on the Linux operating system.

7. Chameleon Technology and WiFi networks

Chameleon Technology software is a complete system for deploying wireless and wireline broadband networks. The software operates across computer platforms and WiFi equipment manufacturers, allowing customers to use the equipment they prefer. The Chameleon Broadband Suite provides solutions to the common problems associated with deploying and managing WiFi networks.

7.1. Answer: Securing network access

In order for someone to gain access to a secure Chameleon network, a valid certificate must be presented. Chameleon Technology’s certificate technology makes use of two-factor authentication (“What do you have?” and “What do you know?”). Users are required to hold something, in this case a valid certificate, and to know something – the unlock code for their certificate.

· Access to a Chameleon network is not dependent on any hardware device, and does not make use of MAC addresses in the authentication scheme.

· A stolen MAC address, whether “sniffed” from the airwaves or outright taken from a park bench presents no threat in attempted access to a Chameleon network.

· The IP address of the Client device in a Chameleon network, whether static or dynamic, is dynamically encrypted before being sent to the network as part of authentication.

· The password presented when logging in to a Chameleon network is also encrypted when sent for verification, and is stored in encrypted format on the Administrator.

· The unlock code for the certificate is not a shared secret, and is not kept anywhere else in a Chameleon network, and is therefore not vulnerable to discovery from within the network.

This powerful user authentication scheme is part of the Chameleon network – and is not an additional layer of management. The same scheme works whether a user is connecting over a wireline or wireless connection. The complexity is completely hidden to the end user, and authentication occurs instantly when the user attempts to log in.

7.2. Answer: Securing network traffic

Chameleon Technology’s Sentry utilizes Public-Key Cryptography (PKC) to secure a connection, end-to-end. Sentry supports the AES encryption algorithm defaulted in the system for a minimum of 128-bit encryption. The software gives the network administrator the control and flexibility to set the encryption level to 128-, 192- or 256-bit encryption. Each data packet is encrypted with a private encryption key. The software can be configured to change these keys as frequently as once every few minutes or upon the initiation of each communication session. This way, even if an unauthorized user were to intercept a data packet, it would be nearly impossible to decipher the encryption with such a small amount of data, and even more unlikely to crack ALL the keys necessary to gather useful information.

While 256-bit WEP encryption products exist, the weakness is not the encryption level, instead, it’s the method by which the encryption keys are generated that is the weakness in WEP. Once a hacker knows the pattern used to generate the encryption keys, the 256-bit encryption can be broken.

VPNs provide much better data encryption, but are still vulnerable from “insider” attacks. And, as stated before, VPNs are not scalable to secure data traffic on a public wireless network that a PUD or hotspot may wish to provide to the community at large.

7.3. Answer: Mobility

The Chameleon Broadband Suite provides superior mobile support and management of wireless networks.

7.3.1. Roaming

Wireless network providers using the Chameleon Broadband Suite are able to support the mobile user in a number of ways. The network provider may need to provide a user temporary access to a wireless network when the user is within range, or the network provider may need to allow permanent ability for visitors to roam in and use the network infrastructure (similar to the cellular network model of roaming). The Chameleon Broadband Suite provides municipalities, public utilities, enterprises and other network operators the ability to secure their networks, account for subscribers and “roaming” users, and bill for network access.

A critical feature of the Chameleon Broadband Suite is the ability to easily create “federations” with other wireless networks, thus extending in number the areas in which a user can access a secure broadband connection wirelessly. The concept of “federating” networks allows users to securely access WiFi radio networks that they do not own and vice versa – thus (1) reducing overall investment in network hardware, (2) minimizing the potential for radio interference and (3) extending the breadth of a wireless network. A group of rural network providers, for example, could “federate” with each other, and allow subscribers of each rural wireless network to use the wireless infrastructure of all the rural networks. Neighboring wireless public safety networks can create public safety federations, creating a regional wireless public safety networks for use by state and federal agencies.

Chameleon Technology can also allow network providers to offer paid, secure, temporary access to a wireless network. This works well for a hotspot model, and for network operators supporting places where there is a steady demand for secure temporary access, such as convention centers. The network provider can provision users in real time, and bill these users for hourly, daily, or weekly accounts, as their users demand – or even bill for the amount of bandwidth used. The temporary network accounts are secure as long as they are valid, and certificates are automatically revoked when the temporary access time expires.

7.3.2. Application continuity

Because the Chameleon Broadband Suite makes use of connectionless IP technology, users can be traveling at speeds greater than 65 mph, and still maintain a reliable connection to their Chameleon wireless network. This enables public safety vehicles to transfer video images (which require the bandwidth of 802.11 networks) back and forth between headquarters while they’re on patrol, or driving to a location. If the vehicle moves out of range for a short period of time, the data transfer is picked up automatically when the vehicle comes within range of another access point.

7.3.3. Client device management

Another critical piece to managing the mobile users in a wireless network is keeping their devices up-to-date. The Chameleon Client can be automatically updated, so new features can be easily made available to users. If a user requires more bandwidth or higher security, this can be done easily, with no work required by the end user, or the network administrator can allow the user to do this themselves.

7.4. Answer: Bandwidth accounting and billing

A challenge with any wireless network has always been ensuring that users get the bandwidth they require, and that the network provider can support. The Chameleon Broadband Suite allows network providers to allocate bandwidth for each user, and report on bandwidth usage, so the network can be managed as usage dictates.

Chameleon networks can allocate bandwidth for priority usage. This is critical for community broadband deployments, so public safety usage can be ensured they’ll get the necessary bandwidth in emergency situations.

A network provider may also wish to set up billing agreements with other members of network federations, so “roaming charges” can be applied. The Chameleon Broadband Suite tracks usage per user, and provides an interface so that usage can be automatically reconciled across wireless networks

7.5. Answer: Implementation

Chameleon Technology offers communities and enterprises the opportunity to roll out WiFi networks quickly and inexpensively. Network providers can user readily available, off-the-shelf radio equipment to build out secure wireless networks at a price point that fits their budget. Enterprise IT managers can quickly gain control of their corporate network security in a way that their end-users find easy to use.

8. Additional benefits of Chameleon Technology

This white paper has already covered the following benefits provided by the Chameleon Broadband Suite:

· unparalled security for network access and data transport,

· true support for the mobile user – roaming onto networks, roaming between networks, and moving at high speed between access points and network coverage,

· ability to allocate, report, and bill for bandwidth usage – at a per-user level,

· ease of implementation and management, making use of a variety of affordable radio equipment, with a built-in security model, and true remote client management,

Chameleon Technology also offers other benefits to the broadband provider.

8.1. Roaming between networks

The Chameleon Broadband Suite can support roaming between 802.11 networks and cellular networks. This can enable wireless carriers to take advantage of indoor wireless network coverage to initiate Voice-over-IP (VoIP) calls where cellular network coverage is typically very weak. This capability will also allow public safety networks to maintain connections when out of range of 802.11 networks by roaming onto an existing CDPD, GPRS, or CDMA public safety wireless network.

8.2. Support for ISPs

Many public utilities and municipalities own fiber networks, and would like to make the unused capacity of these fiber networks available to the communities they serve. However, regional legislation often prevents public utilities that own fiber capacity from selling that capacity directly to the public. And many public utilities would prefer not to sell directly to the consumer, but would rather allow ISPs to handle the consumer directly.

Chameleon Technology allows the network provider to create “virtual circuits” in their network, and allow ISPs to lease that capacity from the network provider, and sell broadband services directly to the consumer. The ISP is able to work with their existing IP domains. The network provider can allow the ISP a secure connection to the Chameleon Administrator where they can provision their users, manage the user accounts, and even automate billing back to the network provider. The ISP can then create network “federations” among other Chameleon networks as its customers require – and charge for this added service if desired.

8.3. Carrier-grade, obsolescence-proof technology

Chameleon Technology is an intelligent network software solution, which is standards-based, and transport agnostic. The Chameleon Broadband Suite works over wireline and wireless networks, over all 802.11, .16, and .20 protocol standards, and even on cellular networks. The management software runs on Linux systems, is redundant, and has been designed for the security requirements of the military and health care industries.

9. Why should you implement Chameleon Technology now?

The world has embraced WiFi.

· Laptops are shipping WiFi enabled – Intel and ATT are investing almost $1 billion in WiFi networks.

· In-Stat/MDR analysts predict home networking will grow 20 percent year over year through 2007.

· Campus WiFi access increases worker productivity – Microsoft has found some employees gained an extra 1.5 hours per day.

· Gartner expects the number of hotspots in the US to grow to 3,900 by 2005. The majority of hotspots are unsecured.

Many communities are faced with the immediate need to offer universal secure WiFi service that will not be available through wireless carriers.

· Major telecommunications carriers are not providing coverage to smaller communities because of lack of economic returns in those markets.

· Broadband access increases economic opportunities – to communities, to property owners, to individuals.

Chameleon Technology has the solution.

· For end-users, the Client provides simple, yet secure access to the network.

· For community broadband providers, Chameleon offers an end-to-end network management system that allows broadband capacity to be provided through ISPs to the community.

· For ISPs, Chameleon offers secure and flexible service management solution, which works with their existing IP domain and allows for custom service packages and pricing to be set as customers demand.

· For public safety network providers, Chameleon’s cipher security system enforces two-factor authentication through a recognized certificate authority and encrypts each packet of data, end-to-end, to prevent unauthorized deciphering of secure information and data.

· For IT managers, Chameleon software provides a secure way to allow access to data, manage end-user device configuration and benefit from knowing exactly who is using which wireless network and what data is accessed.

The Chameleon Broadband suite offers a solution to deploy and manage carrier-grade wireless networks that are secure, affordable, and will meet the demands of today and the standards of the future.
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